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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide techniques including a 
method and a system for recovering and/or validating data and/ or 
associated signature log entries. 

SOLUTION: In the method for validating a restored message having 
an entry generated in a signature log for a message, where the 
entry includes cryptographic information associated with the 
message. When the message is lost, the restored message is 
generated in response to a request and the restored message is 
validated by using the signature log. In another embodiment, a 
method for validating a selected log entry by using a signature log 
having a plurality of recorded log entries is provided. The method 
includes a step for computing a cryptographic value for the selected 
log entry and a step for determining whether the cryptographic 
value is part of another recorded log entry or not. 
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* yt--s\zft-fZ>m&n?frp<Dx.y h U -57, 

?;^-y:/££#tf7ji£o 

0t5* t X t- >J /X g£ ^^tTTjffi, 

ti^*XV0JUW££^ft7m 

fflffi * -y h 7-0 LTlMfBx-- tt'vX^A 

7h7-7-5^L TitMBx— y-'^X:r A £» 
^§n. iMaBg£P0£$fflLT«^x-yif$B£m§g 
■f-SW^tt^X-^A ££§fyl£ y^rA. 
[»*]S6] M*^5IB«©^XxAT-*oT. itMBx 

A. 

[IS*JS7] t9#JS5!B*5ro->X^AT<&oT, iiijffix 

c»*«8] «*JB5Eito5/^fA-et?T. mum 

«dMs, tfffBS«py©^2rony/x>hUi:J:oT 
gB^Wtc^^n^HfrfBS^Di/co^ i ©pt*i> mj 

ti«i0] x~*f y; y -fe - E 5 £ *iJ£ 
tSyXfATfeoT. WfB->XT-A^\ 

!B a 0 ^fjfffBx— \f\z J; ^ T2tfB 3 ft & * -y -fe - 5? fcM 
mP^i>hUm. iW9Bn^x> MJ7^. mlfB 

i^SttSa-tfayea-^yXfAt, 
HfttBx— +)"':] >tfa. — 0 yXf A (hfp'a^ft. iWfSP0 
£ b T ta 3Ex-+f * y -fe - >? £ jggg f -5 Wlgx x y 

[WjJtEl 1] m^mi OlEiffly^fATabot, £ 
WlBx—tf^^-fe-^^^feftTl/^Bf. fjfBiS 
Ban -y h fciSgr L-TiWIBx— y ^ yt-zSB 0 ttit" 



CH*JS'l 2] W^JSl 0|B«<D->XxATa&oT, $ 
Igax - 7 h KfSmLXfSffl* v±-i?o>£f$mfr 6 MfB 
XrAo 

UMfcEl 3] fflfjfcJSl OIBtWyXrAT^oT, $ 
6IC. Hi}IBn0'«a^$ft7 t cP0x> h'J*^WrS4i 

mmnztifz p yx > h u awBx— y^ y-t-v&m 

tST-SBHSfflSft^vX-rA. 

Jlz-^^il^^ft^vXT-Ao 
[W*«l 6] »*JH1 0iB«cOxXt"AT$.^T, £ 

eic «jBny©a#?$ftfco0*x>hijsa»-rstt 
7] sl^i oib«©->t;^at-*^t, £ 

6 \z. WIBx— tf n >hfn.-0 ->XT-Afcig-&£ft& p 
^i-y^PX^hi, WfBrL-if3>tT3.-0 
->X^rAim2<D3.-+f3>t!^-0vX^A(DP B i 3<75 h 
7>f?ya >*IB»f SJfrfB^2<D3.-lfp>bfi- 
^yXfAi$§X.5 yXfA. 
C»*«l 8] IS^JSl 0fE®<7)->XT-AT'feoT, $ 
WBBa-1f=l>tfaL-0->7.T-Alv^£ft-SD 
i7'?x->^PXx--> hi, sfilBx— 
yXfAt®2 ©a-tfHyHj-^ -yXfArach? 
>+f^>3 >5figjfr5W|B^2(Da— tfp>tfi-^ 
yXfAiJIiSyXfA. 

^ft n > hf i - 0 pM7=-.0 g a«t»T» o T . 
fltrESB 1 O^tMfBm 2 ©SS#<bca-}*<x^0;yS 

1f ^ >y-fe-v»W©giJOx— +f / *yt-i?tHItS3 

> tr i - 0 =f - 0 

[»*«2 1] mxmi 9iB«©p>e J .-0piSEx- 
3 ^^tj a > tr a. - 0 pjmx- 0 esusstt. 

>h'JSr^ft««P^^4)5)c-r2.7jteT-^oT > tUfByj 
a— tf^ •y-tr-->*fcW^T5^ 1 OBg^fkffi^^tJX^ 
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ffie**©n^x>HJ©£2 0n^x>H'J*£j*-r 

»l©D^I>h'Jl:M11-4i20l«tft«i:. 3§2 
CD X— tf * -y -fe - v (C M »T 4 m 3 © Rg ^{fcfi t . 5r v 

y^;p*«*««iaasB 2 ont^^it tfriass 3 ©flMHtig 

[»*JM2 4] fMcJS2 2fB«CD7j&T&oT. ftfilE^ 
2 CDBg^Mf^iMseai 1 CD n £f X > h 'J CDA y yaTS 

MIBttScDa-lf -y-fe-vcDlg 1 ©:x-tf;* -y-fe-v 
CD^2CDA-y->x£-g-irf?l CDP^X> h U CDfl 1 CDA 
y yii, 

«HB**03.— **vfe-; xCDWlEil^^n^n.— vf* 
y -fe— vCD^ 3©Ay>at, 

H&lBgl 3 CD/Vy ->3.t^$nfci(l3^ 1 <D/\yz/a.(D 

E8*nftnyi> h U £*prsS£n^£ffiffl-f 4.::' 
ZX7-y7t> 

mmmmmmmmm^mm^ntc □ yx. > hj com 

1 ©BBS $ n& D y X > h U CD— -5 £ 5 *> £ 

«snfcn^x> h u#. Mian i cDtBgt^nfco^x ' 

> h U cd 1 -3W©ffllEtt»©KS3ftfcDifx>> Ucd 

[»*JS2 9] «»<pa— tfn>lfi-^vXxAcDl 
^l:i5F7>-f^x3 >CDjgS$|ftii:-r-5->X^AT- 
£>oT. HfffBxX^Art*, 

it/ffB»3£©P.— tfp > tf x-* xX^A©lg i ©p.— tf 
t. 

iWIBSg l ©a— y-'tWIB h 7 >1f ? -> 3 >£fr? ffiCtt 
^CDX-lfil >t!:x — ^vXxA©^ cdx— tf t. 
W8B»i ©Sfctt«iaa?B2 0a.-if©<ain^C«fcSS* 

>^axa >tfi-^T*-3T, WfBIB^HfrsB h 5 > 
+f?->3 >©tX^U xx^&£^irpy^x— >#P 
X P >tf a. - ^ <h £ fifi A -S -> X t- A . 

t;:*^£ft;t£#k:«fcpTP.— • tf©p^x> h- ij 



I8tl.Xr7 7'TlioT, mIfBW£P^x->©m 
1 cDDi/x>hU^tfffBS^ni7'5 ! -x->CDHUCD^2CD 

n^x>Mj f-igarsxx -y 

iilBx— y-*^ 5 x— y-'n ^x > h u 5 x 7- >y 7 

t. 

attE**n^x->WSB3©p^x>hU*^rit-r4 
Xfy7*t**^t, MfB^3cDP^X>hU^B5|2Bt^ 

(W*JS3 1] 3S*3S3 OfBKcDTj^T'^oT. hAbBS 
£n^x->©aK£ftfcn^X>HJ.#&ll;£tt5 

[SI#JH3 2] §McJR3 0ffi«©:£&T<&oT. 

[»*JS3 3] x— tfomzui/zmm-fz^yKz.*- 

fWBn.— tf©S£n^£g{rr£X^'y7£. 

cD^gp^cDfg i cDPi/x> h u \z$>2>frzmm-$-z> 

^x h $tlfcWS3.— ifCD*^ P y t cDfg 2 

cDP^x^hu^w^-r-sxT-^^t, 

SJIB^ 2 cd P > h U e, mffB^ 1 cd p ifx > K U ^ 

o'&Jsmmiz ofco TffrtB^ i cd p i?x > h u sttitr s 

x^-y/t. 

IS**iWiaa— ytcS-rx^^^i^tryj^. 

[i*«3 4] □>tfa-5'yXrAOTlT, 2t? 
cD^RcDx- ^ JS g $ 0«T-5 7j ffiT^ o T. 
x— tf ^ e> 2 ©Wf jRWCx- ^ 2r tsJ^-B-J; t ^ 5 
2r Sft-T ^ X «y X"T' & o T , M IB 5* - ^ g *tfl(f fi 2 
o ©P#,^PbT t~ a5 4 X t- y 7 h . 

mlfBMii^-g.*^ P > h U LTWIBx-^ JR 
S4W5Xfy/'t> 

mm=L— mzmm-?z>7,Ty7t*%tsj3&. 

[ISsRJS 3 5] p.— tfX^-tr-v*5t|g-rs->X^AT 
Jot, 

a-fA^f^o^SgifSA^lya-JRSiO 
T< «r3EI5«p^tt»OMiin^x>hU?&^trA* 

hu IBP-— tf * y -fe- S^*»6 St^fbffl * ^BlcT 4Bg^{b^ 

M8Bflf^fb«**WSB»* Pi^ ^{«igT4^ 
S^ya-jki^IX-liyXfA. 



MB}glSc©liiiapy*x>bucD3§i©Py-'x>h 
h U ©IB 2 © P ^x > h U £St#?-t S 7> t- >y -f t . 

wy v'afi*3S-rfc*sais^ i ©d^.x> h u sa? -> 

a1-§Xf7 7 , < 1 :, 

fllBA -y -> iit^MfH^ 2 © P y"*X > HJ ©— £ 
[If*if3 7] «7C^yfe-^**g-rS3>tTi-^ 

* >y-tr-> ; (-MtTW«py4 ] cx> h u ££jrr&p 

fJfB*£P^£[£ffl L.TfjfrfB«7G* y-fe-^SttSTS 
p-K£, 

ffi IB P - H £ *g£T * P- > tT i - * ffiffl nTIJBttfc i * £ 
ttP>li jL.-^o^v.MBfl. 
[»#JS3 8] If*«3 7E«03>ti-^/ay7 

a st D n a t * o t ; m ib p > \z =l - * ^ nj mmfc mzm 

t«*«3 9] M*JS3 7tB«©P>t^-*:/P^ 
AKo D pT&oT, HfflBP>lf3.-^^fflpItga^^«BS 

[»*>S4 0] »aSJfc+K:JUa£ft&. «7C*y-fe-v 

yt >yfe-^{C»UTS«P^t"(CX> h U 

P y 5 AP— o T. mflBx > b >J ;^ffi!E* y ±— 

was** a sf*mm lth(iib«7c/ y t- v^mwrz 

^Py-7AP-Ft5^^P>lfa-37x-^ff^. 

[fSW©f¥SB&tft9!] 

[0 0 0 1] 
[0 0 0 2] 

tfie*©a«] l£?£:fe<fctf[BAiiC5©ii«©fcie>©-f > 
©}|$t $ ©if A € # -5 E © * y -t- ->* h 5 7 w y ? ©A 

[0003] m&o)T-?®mj>m^$k??tE-rz>tf. 
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.-a. c:n«i#cp>t?3.-^©^<-p^©/s<iis$n 

TcTtlVy h©«A^$>ofcR#fC:-S^.^)^tt?36-5. yt 
y-fe-v 5 , ^tC0«$tlfe^>y-tr-v^©^FE^H^* 

ofc*>^ffi-r-5fie*©ftffi© i ■?\*7 t i?9)vm%-c*> 

Zlfttt. ^©##:^?lffl(C«fco.T*ajS©fB«c(Cgffl-r 
3. ^»tf«fflS^2P»& (F I PS PUB) 186 

[0004] @in '^ofy^jim^ikm^m^ 

-So ;*y-fe-v (M) 1 1 0©j£ft«te«££/j£PXy 

h 1 1 2*=rr*. x-y-b-vi i o ©§«}$«?-£& 

*tP-Xy h 1 1 4€r*-rS,, |«Mx^7 M 1 2 tt 
1 O^SltlXOMl 1 0C*tLTt+a7 
Ayyal 16 5ItoTH (M) 1 18£4i;5„ H 

(M) 1 1 8tftSil 2 Ottx^^^^ST^rfUX 
A (DS A) m& 1 2 2 lCA73^tlH (M) 118 KM 
tSfyi'^f*, -r&frSS i gn (H (M) ) 12 
MllOtSign.fH (M) ) 1 2 4 « 
P-ifi2tfMi©*££j£P-Xy h 1 1 2fr<=>x— tfSff 
«©S*^SEP-X>y M 1 4 CiMfflSnSo ^CM 1 1 
OttS^^SEPX-y h 1 1 4TA7->3 1 3 0 $nH 
(M) 13 2^4!;§. tta7/Vyy i 13 0Ht+ 
a7A'r>al 16tHi;H&TW. H (M) 132 
tSign (H (M) ) 1 2 4tt£Blftl 3.4ifttCD 
"SASISEl 3 6CA*Sn^7t-^^iB$n 
"no" iemtt^yfe-vl 1 Oj&qqEXMSnT 
L, "yes" M^ti^fiE^S^^^i 

5>**, ^© y^ -y -fe - 5^*«B*$ tifc W0f 6 © t> ©T* 
[0 0 0 5] 

«. mm?* z.tm^Kmmx'$>^^mx'\tu^ 
tmfe£n%mm<D7)i>=tijxAiz&ftLT^z><, mm 

^©«t> leistsnfc^-^ttttr^n*. lot, 

[0 0 0 6] 

*5«fctf/£fcteM»i"5S£n;yx> h U Sr«7C*5«fcUf 
/ * fc tew? Syj ffi t ->X 7- A Sr^tyft^Tj^tt S tl 

*. i^©H«t«< x-^fr«xv^^*#^p-- 
■tf^ vt-yA^sn. was «pxx> h ij^wb^- 



(5) 



ftffl 2002-3352 



SJWfeCS-^^T. ffl«g£P^X> MJA^CDx-:* 

x^-xi^- tie. *fcj4j&*wf 

[0 0 0 7] *fBW<oaBtt<0(f>tett/yfe-5?fflfcX'r 

§Xtl:iit5 tXf'J yXi«&«i Ltf-i'^ 
«E§g-f &d<!:#&5. ,ol— tftt, a— tfg#©3 
>t!a-^y7TA±t. «7E£*l£A*>y ? 7 >y T'f- 
^. •fctAtfWO* : F-i8ilft§l»A<0*K*L«fc5frs 

[0 0 0 8] *55W©l^<OjgttTftt» /'yt-yl:*t 

[0 009] *^Hj»m2»^«-e«, 3L— tf*»*ll 

tA □ LT«te3— tfltffi^W 

[0 0 10] *56M©»3<Dffitt"Ctt, rL—tP^-y-fe- 

XxACte, Dy§Wt5a-+f3>t:a-^yXfA 

lcMmp^i>H'J*tI/. D^x>hU^p^co 
Hf)CDn^x> h U l:ia-T5«S5:tt5Ty?JH* 
£frf.g>3-- y3>tfi-37->XxAi, nl— tPn >tf 

[0 0 11] *^HJ!<?5^4CD^«T-«. 



2cogp»i:, mi <D&#£m2<Dtoft£\z&-J<j : i?9 

[0 0 12] *SSWO»5cD««Ttt,-3>t:3.-^* 
ffflbT, «&©D^x>HJ£#f •5S«D:7££fi£ 

mi©D^X>hUHmi©3.— flMy-fe- 

^cHii-raiBioflp#ft«*wr*. -act. ^200 

^X>hUd*£j&3tt£. S2(Do^X>h>JH> mi 

— «f > y ■fe^S?l=M*T*JB 3 ©■fHtffctei. =tV9)\s 

[0 0 13] *^BJ©m6(Dffi«Ttt< n>fcf a.-^ v 
xfAl:*i>T, 1g^<DffiS$nfca^x>h'J^Wr 

[0 0 14] #£Si©87©ffi«Ttt. !f3 
>tfoL-^i>XT-A© 1 -^iciS byy-*f^->3 >©fg 

if t h v y*f 5 -> 3 > *ff 5 £ 2 3— tf a > tf a - 9 •> 

xfAi, mi©*fc«m2(7)fi3jn^0-i— y-*©g^tc 

)S§tth7>^y3 >5fB&f -5. MWx.—>9 

ya >OkXfU yXf«A^in5. 
[0 0 15] #fglj|©ai8 0ffijrrtt. 3>lfa-^y 

— tfoD^x>hu*afik-r-5^ffi*«a«$na. c© 

y^WTS^fym^T, ^©^^P^xx- 
>©Il©pyx>hU mnyri">ciol2 
(Dn^x>hUtcMa-r ; SXxy7 p <i:, 3-— y-'^£>3- 
1t'p^x>HJ£S«-r<5X5 : -.yX'.i 1 a— tfpyx> 
h'J fcHSf SBff^flsilS^-rsX'ry^'.t. ^£p 

&oT. •?-<7)|Sm3<Z)D^X>hUA^^t;tt^^ i tfX 

[0 0 16] *fgsjcom9«ffifilT-tt, 3— *fG>m£u 
^fffl1-53>Ha-?yXfAl;ctoT3.-+ff- 

fAHa-+fof«D^^giL, 3— tfx-^flgfc 
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x y ? Jp-f > h Snta- if©»£ D 2 

P >f£ W£ Ixfcft® 2 OD^I> h "J g£ 1 (DPi^I 

> mj c«**«cr * ^ t t?» i © d yx> 

[oo 17] i o =1 > tfa.-? 

ts^fi^SS^ftS. ^©Tjffiicte, a— tf*^2-o - 

[0 0 18] *%BJ©^1 lOttttTH. 3.— tf^ryi: 

mm z ^enr s mmt * v a - ^ t . «t 

D ^ * C * -5 C £ S*Bt -5 v a £ ^ £ n 

So 

[0 0 19] mi 2©Sg«T'tt. «%^>yt-y*ltg 

a-r*«f^fc«ffi*^€rx> h U S4fig1--5 3- F£> 
■yt-yM^t5n-Fi, S£p^£^ffl LT«tc 

[0020] ffl©ffi«t?«. mTctv-t-zs&mm-? 

V s 5- ffitiSf -6 7" P f 5 A 3 - F t * 5 . 
[0 0 2 1 ] *«a^©^nbiffi©««««T©*3t^ 

[0 0 2 2] 

mwommoMM] 1211 *%w<D&m&®m-/z 

T-A©*S£JgliS7KTo ^©v-XxAfcti. 

f 2 1 0£tf LTHWCl8£3ftjfcW$tt0«-!J--A(2 

1 2 ta- tf i 2 1 4 t^tsns. f&gfcj&i; 

T, a— tf_2 2 16, K«JIR«1J— A* 2 2 0 . U> 
y©^^gA*fBr2 2 2. 'J >*©**&SEA*» 
0f2 2 4, YX^f-f 7*— A*2 3 0. 7X/f^7t 
-A'2 3 0, feii^Dyfi->?aXt-A*2 4 0© 

S^C*S^$n.sc:t^&4. x— *f_i 2 l 4ia 
— tf_2 2 1 6tt»»5 5 4rL— tfo^ca^f. ffi© 



Tit— A 2 3 0 iCte$rP«l2 3 2feJ;^7Sttt')x7' 
tf-f F 2 3 4ri*££ft5„ 
[0 0 2 3] W^ttleiai}— A 2 1 2 «IE«llX*-y— /X 
2 2 oa>f>@«sn&;*y-fe--5>*5J:tf/*fcttS*n 
^x> h U £§ff U * y--fe-3>43J:tf/*fc»;< >yb 
p f-x. y F u s*»r*-. a— if * 

fe«SE»|iR*-9--A2 2 0li7X^f-f7i)-A2 3 0 

8*n:^J5 0, U >v-©&(^KA»»0r2 2 
2. Sfctt'J>*©»*»IEA*»iSf2 2 4K£oTffi 

fctt&M (3 «t ~i T. Sfc □ ^ X > h U «^ x y £ 'tf-f > 

[0 0 2 4] KiMUfcU— A*2 2 0tt*y 2 1 

0 ±T*mm $nfc3-— tf * y -fe-$?K:H»-r-5ttf*SJK 
ILf-y^-x (DB) tctelfrrs. ^©ffiffitr 

tt. * yfe->?CH*-rS»«D^X> F U chx-©'^ y 
-t-v©^ftffiX5fe^$tl^.o £©*ifiJ&ffiT-te. IE 
»liR»-ti--A* 2 2 0tex-©DB4n~£T©3-— if©g£ 
p^X>FU©Pbf-£iit£fLT^£©T. n.~tf©S 
£nsf ©Ay y*T -y -7°©S l**fcbt^5. * y -fe- 

A2 2 OfigtrtMy-fe 
- ySStbfc^Stoot* 0 . SItA> & / y -fe— 5? 

A*2 2 Ottx— y-lc<i;oTj^fI$n^^-ytr-> , ©-g|5 
^fc«^:T©Pt-^*tRfb, S*^^i;T#^ttlHia 
A* 2 l 2l;/t'^7*;7'at:-*Mt5. ffi©H 
MiJgJBTftt, K»R»-tJ— /\*2 2 0fclitt3Rx>^>*j 
fr**i*#. ^n«W«)1±lHl«U— A*2 1 2©g*(C)S 
UT. ^y hy-f 2 1 0t*lT*bnfc^yt-y 
©A* 7^7^^ tf - *lft5R-r * . «^*X > v >*V\* y 
2 7y-fa k!-^^itl.i, SE8!lJR*-tr-A*«/\*y ^ 

2l'feSfS„ . 

[0 0 2 5] l v KA*»f2 2 2*«fc^2 2 4 

Afc^, x— tftt, iiSEA^-t'7;(;J;oTg?>©?« 
Py'(C31K$nfcX>hU$SMW(;S®T$S« 

x> h ijzmm-rz. 

[0 0 2 6] ^dT-{£ffl£*l3<fc'5&hy;T- | J vXfg 

th i o©M©hx-T-u vxi- : g(cM»-rsm2©Bg^ 
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tz * v * - 5?* <b Mt& £ nrzTP 9 tim%ififS 

OtXf'J vXS^Wxi^l'X-^©^^!;©^;^ 

©«T*S^t*«»-5. ±i2©£«£ffifflT3<h. tX 
t"U :>Xg£© l-p©W~W:, D^i>hiJ©fi-> 
f~£>iAT, &pyx>hu#, ft#J©nyx>HJ£^ 
v>T. M©n?x>hUK:&irr4. n^xy-MJ©? 

[0 0 2 7] 7 If- A* 2 3 0 «. a— 

tfEMSiU— A*2 2 OWfpJtl^O^stcCJSCT, J£36 

n^x>hU£&EAfcJ;^TS»t-*££.fc|ig«, g 
£ D^x> h U ©£rH«:x> h U £^x >y > h 
U #£©mJ©^£n^x>HJ£mgt-£fc#(c&ffl 

«fHI5eff#2 3 2i!)iWh2 3 4tH 
5 , »M*© 2 ^©Mi^^ni.. &»#©»©«£ 
tt» K£. »», SfflTiJff*. -i-XW-, $fctf 

[0 0 2 8] P^fi->!)DXtW\*2 4 0H ffiS 
fc<h*Ji, a— »f_l 2 14£=L— *f_2 2 161C 

>ifi7->3 >©tEA©«p£*fcf . ztuzk^xftn 
& © m h 5 > ? v a > * jesf -s ©*<i»ih * n 

0 tta— tf_ 1 2 14 ta- !f_ 2 2 16 ©frl© h 
5 >if y* ->3 >©IG2li:fcte* -yfe-^©3g«l*{Ejlf 

3tf-«*^L^^ 0 ;l©j»£, &»©3t:-5 

[0 0 2 9] 1113(3:, H2tC*^tl-5g-3>t!i-^-> 
XfAffll -30*Jfi^Sr«Tn > tfa.--^ vXt-A 3 

f'tt, A*2 1 2, a— if_l 214, 

a— tf_2- 2 16, IES!iJR*-y— A*2 2 0, U>;?© 
ft^&SA*»f3f 2 2 2. U >*©*3&lEA*»Br 2 

2 4. 7X^7f-A2 3 0. *>J;tfn ^x- > 
i?DXt-A2 4 0i^tSn5. 3>tfi-^->X^A 

3 i oicis. +*iaasB (cpu) 3i2>-n#ietfe 

ffljf^ttiatS«H3 1 4 (fctAISRAM) . 
A-h'T-fXi', CD-ROM. ^fctt^U+xX*;!/^ 

5F» 3fitt82»SII 3 16. *y h9-i?l:ftat5*7 



x*5<ktf*-#- Kcasarr* i /cm >y--7x-x 

3 2 0. fc«ttX±tB©^S*5S^^C^-rSAX 3 
2 5«tft*n5. 9J0A-Ktfx7lllfi»aCtt. RA 

it Microsoft Windows NTxXrAt. a— *fffl©Micro 
soft Windows;*^ U—tV >^->Xf A^IifeA-V 
±;pa>t!i— ^i*^$n-5 (Microsoft. Windows, 
Windows NTHsfcHMicrosof t Corporat ion©?fcB*5 

[0 0 3 0] 04 «. *«^©10©^Jg^l8©^-yfe 
-yfS4 10Sgt„ ^-y-fe-vte, *7h7-^2 

1 0±T. a—if. fciAtfa— tf 1 2 1 4^e>9J 

©a— if, fciAtt*i-if_2 2 1 6 (CilHf £fl3„ 
^7t-yM4 10!;li "i" 4 12i. 

IhWi. TztMiZL— «f_l 2 1 4©x-if7 KI/X4 

1 4*«ttft4. $<bfc, 9B5fe. fcixHa- tf 2 

216©7Hl/X (i^tf ) t>f itl5. *>y-fe-y 
FW> M f , ^y-fe-^fl&CAyv'j.. H (M,) 4 
18. M© ( i - 1) Dyi>hUOA7->a. H (P 
,_,) , H (P,-,) <tH (M,) ©MiOTyi' 
Tfcfc^S t g n , (H (Pi-,) I IH 

(Mi) ) 422. ^^u^mmm.m4 2 4*^**1 

-5. /•y-fc-S'rt*, Mittt&i^ff. f+XF, H 
TML, XML, -f^-y. fx*? U >y 7\ 'J 

lOClIflT'li X>y-fe-5>F*!^ (Mi) 

lii^SnS. f/^JH«. Sign, (H (P,_ 
j) I |H (M,) ) 4 2 2il BJ©Q^X>hU, P 

5.SttXf l JyXS^Tj&5. 
[0 0 3 1] 0 5tt. *»^©ffi©*M^©S'J©^>v 
t-^iCS 1 0^^-r. y;«yb-> ! ©^^ttEI4 

oT^5,S»oT^5. l^©*SS^IiT"«, ^-r 
AX^>7°, >V-;l/K5 2 4f4/'yfe-5?*«aS«*tl 
fc«FWT*S. flfi©Slit»jiT?tt, ^-fAX^>y,7 
^ H 5 2 4 «, * y -fe-^^anfcRfWSfctt 

[0032] 06tt, *%w<Dmniem<D3.-*?cDm& 

*nfc^yt->?©»*n^&Kll#-r«. W£ny'x> 

h U ttlfi^- P , , fz 1 7L . P , 6 1 0 , P 2 6 2 
0, Pn-i 6 3 0*5<ttJtP n 6 4 0tJ;^TSJ 

h "iv" 612 fc*rr**t, -ti«p^©tttcss^$ 

nfc/gScT'$)«.o ^©7^-;PHH (M,) 6 14IJ1 
^©^•y-fe-v 5 ^, M 1 CD/\5/i'iT*4. ^LTSg 
307^-*KSign, ( I V I I H (M , ) ) 6 1 
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8 a. h (m,) tm&zntzi vcfy^nm 

5. *©f«ayi>bUP 2 6'2 0B7^-J1/FH 
(P^ 6 2 2 S:Wr-5^, ^tt«#]©S£ P ^X> h 
UP,6 10fflAyyiT*5, ^CD7^— ;UKH (M 
2 ) 6 2 4tJ£fS2 CO^-y-tr-^^I^, MjCAyyit 
$3®7>f-;i'KS ign 2 (H (P,) I I H 
(M 2 ) ) 6 2 6 H H (M 2 ) tmmtltzH 

h'J«P n 6 4 0T*<&-5;^\ CintCttH (P n -,) 
6 4 2cp(dtfrcD*^pyx>hU P n _! 6 3 0*b 

•y->i$n, H (M n ) 6 4 4J4i;S. ^©Ty^Jl' 
S£«b7^rU:>X^£. Sign n (H (P n _,) 
I | H • (M n ) ) 6 4 6T35I>.. Tfcfr"^. P n «[H 
(P n _,) I I H (M n ) I I S i gn n (H (P 
n _,) I I H (M n ) ) ] (n - 1) Si 

fflf«P^I>hUSP„-, 6 3 0T'fe5*5, dtl 
tCttH (P n _ 2 ) 6 3 2tC»i©f«Dyi>hiJP 
n _ 2 .^6(7)'lffffi^*n-5; (n- l) #ico*>y-fe: 
-xrt^, Mn-jliA-yxi^tl, H (M n _!) 6 

S i gn n _, (H (P n - 2 ) I I H (M n . ' 
,)) 6 3 6t$5. tti.t>^. &P^X>HJ. P , 



C0 0 3 3] @7ii ^mmm^mmm^^—^m 

h\ tiltl 7 1 6. 7 2 6. 736. i5=fctf 7 4 6 

0 5tf)*)CD£PJi;T;fc3„ 

[0 0 3 4] 0 8«. ♦fgByl^ll^i^S^P^r 
-f;i/pp<7)n7'x> h U W{tig^^T7D-0^7K-fo k 
>mf*52^©Di'X>FUP k iP m A i MI^ 
P m~ P k - 1 a v v^aia— if ©g£ p ^ 

7 r ;p 4> (~ & ttti fcTfc t> ? . * 5 Ttz ^ £ p y 

limf«LT^So X^r-y 7°8 1 OTIi. P k iP m A5, 
yci:x«*'X/ittlHia-9— A 2 1 2C«toTSff 
J>kT&9. -B#H«S?3I "j" H^ktdfS^Stt 
-5„ X7--y7°8 1 2TH H (Pj-!) ^Pj-,® • 

[0 0 3 5] 
[ISCI] 



H(P i .0=H[H(P j . 2 )||H(M j .0||Sign w (H(P j . 2 )||H(M^0M 



[0 0 3 6] JfcC, XT-y-fS 1 4X\ ff-#2tt£:H 
( P j _ j ) ' «t P j \zM? 5a- if co«£ p y * (c & -5 
^Sr^-TSo 7,T--y78 l 8T 

a«py(iJtfSLTl/^„ ^i^HiXT^tlH j - 
l*%iWSW«Stl5 (Xx-y7 p 8 2 0) „ 
y-TT&tttf, WS7L8 2 2. f«Dyi>hU 

p m ~Pk-i^5«is^n-2> (p k «tfrtc5Sig^tiT^ 

$ailtexr-y7°8 l 2tcjtA,TH (Pj-i) Stl-ST 

5„ . . 

[0 0 3 7] fctZ.^ k=5tm=3tS5,5:t5. 
X-r>y7°8 1 OTBj =k = 5"e^5o Xf>y7'8 1 2 
Ttt. P 4 l:W^I*an> F U JffifflbtH (P 

(r, p s i-Mf tfco?=SP7* t PicH (p 4 ) 

ffi!g£nx^S<iffl;6^*nJ*P 4 (i*Sg (5 - 

1) >3 Wf7 7 e 8 2 0) T&5CDT\ jtel-DMib 
(Xf7^8 2 4T'j=4) o Xf7 7'8 12T 

P 3 i;MT5o^/x>FU^bH (P 3 ) 

Itf^ntH (P 3 ) ^*P^X> h U P 4 tf«*fj£-t5 
7^-^K(-#LT&^£*l3„ H (P 3 ) ^ff^PT' 
*\Z&Z>U<b\Z. P 3 ^*t«ig$tl 1 Xx-y7'8 2 0T\ 
(4-1) >3^S^tlS, §K.«y-7k(7)Tr. ®S 



&X7^y78 2 2TH71, ^ilTP' 3 iJ;yP 4 
^Wgg£*l£« P 5 te. ePx-yy-tf-OMCioT. it 
t^tfTT-^x^T-y— A* 2 3 0£®fflLTP 5 £&M 
-t&fr. *fc««IiEA2 2 2i5<fctf2 2 4(rioTP 5 
^a®T5^i-rtfffcoT5tlg-rSCi^T-g-5„ ^x 
•y V > h CDSftte. P 5 /|tfi -y tf-f > h Stlfc 
&*jE^jTt -5 ' <h ^fflli -5 1 H 5 d £ T 3b 5 o 
[0 0 3 8] EI9tt. *^B^©l^(75||)5g^»^x-y 
^^-f>h<DCT?:^-ro i[ttl8 4 OttPtll^iL- ffi# 
B#P^ t = 0 8 4 1TS&S5. Ifflrof^oyi/hiJ 
8 4 2«H6©P n iRI<i©^S;^#-r-5 < , #CQn^X 
>h'jij8 4 4Ci^TS^n§„ P^X>h'J846 
tif^Ffl 8 6 2 (t = tl) T'Ml, i(D^JT^l» 
fi-^lOh^t. dn«. P^X>hU8 46 

IfttS. 8 4 6^P 5 ffi 7 //^-f >hStl, 8 4 

4 7)tp 3 (p 4 «gi*-a-r) T*5tt§„ gi8 7W£ffl 

^tlP 3 i5j;^P 4 TWISTS ^<h^$,?>„ t = t2 
8 6 4 COB^rsl. f^^^. g«P^8 5 0 £ 8 5 2 60^1 
CP^»JMfI^ao5^6«. pyx>hU 8 5 2. 8 5 
4. *3<t^8 5 61)mt>H,K mm t = t 3 8 6 6t* 
O^x-y i7*-f > h 8 5 6li JMf* Lfe P ^X > f- U 

'J 8 4 8*5cfctf 8 5 0H$fc'tiT*5, JM«^><-y-fe 
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P#X>M)8 5 6 (?iyjr*'f>h2) ^. 
6 8 4 6 (?i77^/hl) 'v.OtCEFafHftffSI* 
££8#tfcfflSft4jLa*jW&3. «E^>T. x— tfo* 

[0 0 3 9] BIOS, *^^©*JS^<DP^x- 
>^PX+f-A£$fflT-S>0i]£7Ft\ TUXt^/tU 

;Uligp a DBgrc©tl*£S&tAn£fi£>? £ LTl^StT 
S„ 7'jm P^X>bU 912. 914, 916. 

££#9 l 8&-£tsm%aif9 l ostu ^x*fi, p 

yx>K'J 9 3 2, 9 3 4. 9 3 6, ^^9 3 8^ 
£f*£P:y*9 3 0£#f -S. T'JXWtX^U. 
y^f«7D-9 2 0 t#^fflk^fUyXS«7D- 
9 4 0^t„ h7>f9y3>ll tf-ftTVXCOm 
fitf h 7 >4ft? •> 3 >5;{Eifr5P^x-> 2PX+T 
-/\ , 2 4 0«»t5i I |:i;j;oT«n5. #7fct 

5D^I> H'J 9 3 4^^®figDy'9 3 0 \ZA1j£ 
tlS. a^fi->?OX*- A*2 4 Ott#^*^05jS 

SSSffi-TSt. &jET4*«.n^x>HJ£o^CB 

ii*^yfe-^sg«-r*i. e#<o»6a^9 1 01: 

Py*X>b'J9 1 4£KITt-5o &K17U Xfci#:7*©3fc 
5fe £ ft § W A ft J* y ± - >> * P 9? x - > P X D— 
A'2 4 Of'iiffTSo JUXttSttAtl^yfe-^tM 
»-r-Sg*P^X>hU 9 1 6£a#CD?£p79 1 0 
(CA^TS. P^x->^PX-y— A2 4. OtegtxA 

ttAft*yx--v£§jBt-£<>:S«P7x>HJ 9 3 6 
5a^«f«Py'9 3 0l;A*L, b7>*f? zs a >te 

^7-rs. -r&fo-s, K5>if^->a>, -ratj-sti* 

ftitfgttAftX -yir-v^P^X> b 'J *Wr**IBf 
fct 7UXODy'9 10'. ^7"©n^93 0. ft<fctKP 
y*fi->?nXU-W\'2 4 0WP^«i:3oa&-5„ Ctl 

ST-S^t^telh^nSo D^i->i?oxt-M2 
4 0iJF7>+f^ya >©&W«cSEA©f£g £*fc"f. 
[0 0 4 0] 01111 ij >>7<D&Z'&mA\Z£Z>m%, 

Xx'J->X*^*fctt^P^l 0 3 0 £W-f&„ X- 
IfttkXfU yXI^Dy"! 0 1 0 5-WL. iftClil 
> h U 1 0 1 2 . 10 14. ftitf 1016^fsn 
5. iJKAUkXf UyXfiBOy'l 0 3-OSWL. Z 
tl(CttP^X> h U 1 0 3 2. 1 0 3 4. 1 0 3 6,* 
J;tf 1 0 3 8#££*15. £©*JS^S8Tra^lEA«. 
■7X^f-f7D- A*2 3 0 Sr&fflLT, -&©P:7*X>h 
U, fctxtfl> h U 1 0 3 4ft<fc^'x>.|> U 10 3 8 



££*Htofc&'W-r-&. x— tfH p^x>HJ. fct*. 
«x>hU 1 0 1 4& / £M.A\zm{S'?Z>Z-tl,z&-oT3. 

gre^-s. *i;i v iAtta-y t oD7 , i>MJ 1014 

£&8EA©g£p^l 0 3 OKAtjU X>HJ103 

©p^x->©— 

[0 0 4 1] 012H *%W<DmMMWi<D~?7s*7 : -< 
7+1— A 2 3 0 (CMf 57D-I^t„ Xf7 7"l 1 
10m VXjtf-f 7*-/\'2 3 0li X— tfP^X 
>h'J R J; £ 1^3 x—im*£g{g-r£. 3fc 

iIVXXT-V71i— A*2 3 0tt'A v Bf, TctA.\i^x.9 
+M b 2 3 4 *7ctt«fW 2 3 2 fc, P^X>hUflgP 
i*«firr<6. &H©^. X^-y^l 1 1 4T-I1 TX 
f7*-A2 3 0(J4iIf*^^AX^>7'. 

7111 6TH P ,*«4iH#© I Dft<fctf/g;/cH^ 
BB©H#/WHBt*C*»$ns. X^-yy*l 1 1 8T 

«. ^x/f^t-A^ 3 otem&s&mmv- A2 i 
ft/wmiisaa-r*. ^ttxf77*i 1 2 otit x 
fts. 

[0 0 4 2] 013B. *«9!0^S5J8t8C*S«r>T*« ' 

□ > b u ^ x y ^ 4?-y > ^ £ ft t n -5 ft* t 

&W$tt1fW\'£fct* 7P-0£*1\ Xf7 7"-1 2 1 

om wssttiaa-y— a 2 121^,^177^ 

@tt-y--A2 1 2tt, Bim©*5^H#Sfct4^!iEA 
©a-Ht'l;J;oTi^l#(«ti5UX hSiitS (X 
f77*12 12) „ <fcfcWS»ttleia-y— A 2 1211 «J 
IBtt©*5^H#$fctt4i|tA*«»ntf-?-©||l8im«& 
^£jg3fc£-?X*yM7iJ— A 2 3 0SfcttftKA2 2 
2 £fctt2 2 4 (Cilffi-rs. £©£*ttP , rt*&W/& 
iE$nT^-5*^Kti'&*)-a-St)©T*S. Xf 77*1 
2 16T11 -YXX©g*a^|iB#$fcte&IEA©£# 
*3 «fc / * fc tt B M / mm t ft I : "7 X ^ x ^ 7 U— / N' 

[0 0 4 3] 014tt, X—tfS*P^x>KU. Pi 

^miE-r^mmmmv—^oymmmm^m-r. x^y 

714 2 OT'tt, W^ttlHiaU— A 2 1 2ttg£Py*X 

>ku p izmma&t^oz.— tfs*^s<iTs. p 

i fcttH (M,) 14 10, H ( P | _ j ) 1 4 1 2 43 
•ktfS ign, (H (M^ | | H (P ,_,) ) 14 

i 4*«ft*n*. a 2 1 2«-s-r. fct 

ittfBI 1 ©DS A^SE 1 3 6S«ffltSCi'Cryi'Jl/ 
W^^^SE-r-S) (Xf77"1 4 2 2) . DSA^tE13 
6^©Ay3«H (M,) I IH (Pj-j) . Sign 
i (H (Mi) I I H (P ,_,) ) 1 4 1 4, 
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(XT7^1 4 2 2©-fX*fi*) . WS*ttlHl«-tJ— A* 
2 l 2fcta— tffr<?a— tf**P^*S*LSfiT4 

Uf7^1 42 4) „ Xfy^l 4 2 6T-li, H (M 
,) 1410iH (Pj.,) 1 4 1 2 a— tf-'ro* 

« n (Dttfo-r & m i^ft l $ n-s . n 5 1 & a 

•yvi|ta*D#4>K:&-5&<D(£. X^-y^l 4 2 87:. 
k# i'it)^^^ i K^L^. ^x -y ?#-f >h$tl 

ifcR-pT^S^n^ (X^-y^l 4 3 0). *£o;7* 
*»»«UT^ft^& 6 tf . .1*£«&WS8|gSjJ<a-- if k 

Uf77"1 4 3 2) . 
' [0 0 4 4] 015(1 a— tf ^ -vfe- M | £ 

1 5 20tH #^itlHl«-y— A 2 1 2ttx-^M i ^ 

11,1510, H (Mi) 15 12, H (P ,-i) 1 
5 14. *5<£tfS i gn , (H (M,) i I H (P , 

_',> ) 1 5 1 6 a*2 i 2 

«£-f. MiOA'yya^lfffL, ^tt^'H (Mi) 1 
5 1 2tI^UTfe^*^4f^ (Xf7^1 5 2 1). 



#5 2tC. f-^JH** 1 , 3ttA.tfHieODSAttKl 

3 6*mm-?zz.LX'mm-$n2> UT77152 

2) „ DSA&ffi 1 3 6^©A*« (H (M,) I I H 
(Pi_,) ) , S i gn, (H (Mi) II H (P 
,_!> ) 1 5 1 6. *5J;^Mitl 3 4T&£. 
?;UW£#&liE£*l£&e>tf (Xf7 7*l 3 8®-fXX 
£*) . A 2 1 2«a— tf>e»a-if€ 

^D^^gjRLSftTS Ut7 7'1 5 2 4) . Xx-y 
"/I 5 2 6T(1 H (Mj) 1 5 1 2tH (Pi-,) 
15 14^, a-tf©«£ D^+^fcT UT 
ftSStlS. 31 5 L 7c A >y v 3. i6*t o if tp C & 5 & 6 
«, *i;Xf7 7'l 5 2 8T'. iO^^Vi^ i(C 

fi^w>hsntp k «n5. a 

8<7)7D-|I|£ffifflLT. a— ycSftDyo— JTtt 
*«. fi 7 #-f > h P P i CR^TiSSnS 
(Xf77'l 5 3 0) ..SfiD^IiUtnai^e 

•5 (Xf'^1 5 3 2) „ 
[0 0 4 5] 311 «. KtStlHlfifl)***?-. 
[0 0 4 6] 
[Si] 







mar i 



























[0 0 4 7] &<ty1JCDji,fflUl 5fcfr*l.5tif*©fflK. Sign, (H (M,) , H (Pi-,) ) #SE«»R* 

*S«ttX"Ifilttfl?ftSlia^rffi1?»$. D— A'2 2 OWDB^e^Otb^tl. WSSitlUSti— A* 

f«ayi>hU P fci;UiaB18;ttE{*:©» 2 12(1 01 4 nfcfi«ttffl LTf «D^i 

7 7 t 77l'M^i«n7'l>hiJ5|i|It5iiT* [0 0 4 8] / -y -fe-v^^M , (DJi^^iBtt^OPt 

A7 7 77y7 7-fM#ftL&(^ P,©3- fF*fctta— tf CO^OtC «fc •aT»4L,TV>4«^, BJH 

tf-. -r&frs. h (m,) . h (Pi_,) . &&zf &<Dhz®m^mizw^v?7v77.T-i)i'frt><Dm.7i 
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KWK*H--n2 2 OH ^-y-t-vf^^Mii:, Mig 

sns. *»tt@«-9— 2 nil mi sic* 

[0 0 4 9] /7t-yMJfcai«n^l>hUB 
fcfrnx^&l^-x-^M , £fcteS : &P7*x> h U P 

rtyi:-5?©ffrfc##i**T. 3.— !f. fci*.«:L— tf 
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